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Facts & FiguresFacts & Figures

ÂÂ ““Fastest growing crime in AmericaFastest growing crime in America”” -- FBIFBI
ÂÂ $14.8 Billion in Consumer Fraud losses in 2005$14.8 Billion in Consumer Fraud losses in 2005
ÂÂ ““#1 most reported fraud#1 most reported fraud”” -- Federal Trade CommissionFederal Trade Commission
ÂÂ 400,000 complaints in 2005, up from 250,000 in 2004 and 400,000 complaints in 2005, up from 250,000 in 2004 and 

35,000 in 200335,000 in 2003
ÂÂ Average cost to victims to correctAverage cost to victims to correct

-- 175 hours175 hours
-- $1,000$1,000

ÂÂ ““It wonIt won’’t happen to me!t happen to me!””
ÂÂ Once every 79 secondsOnce every 79 seconds



The Crime ItselfThe Crime Itself
ÂÂ Basic Basic –– Lost/stolen wallet/purseLost/stolen wallet/purse
ÂÂ use for purchasesuse for purchases
ÂÂ time frame and security issuestime frame and security issues

ÂÂ Account TakeoverAccount Takeover
ÂÂ switch address and billing for accountsswitch address and billing for accounts
ÂÂ use for purchases, goods & servicesuse for purchases, goods & services

ÂÂ Full ID TheftFull ID Theft
ÂÂ in addition to Account Takeoverin addition to Account Takeover
ÂÂ creation of new accounts creation of new accounts –– incl. incl. GovGov’’tt. programs. programs



What is Needed (Part 1)What is Needed (Part 1)
ÂÂ InformationInformation

-- NameName
-- AddressAddress
-- Phone numberPhone number
-- Date of birthDate of birth
-- Social Security NumberSocial Security Number
-- DriverDriver’’s licenses license
-- Account #s Account #s 
(c.c./checking/savings/utility/policy #s)(c.c./checking/savings/utility/policy #s)



What is Needed (Part 2)What is Needed (Part 2)

ÂÂ MotherMother’’s maiden names maiden name
ÂÂ Name of high school/mascotName of high school/mascot
ÂÂ Model of first car ownedModel of first car owned
ÂÂ Place of birthPlace of birth
ÂÂ PetPet’’s names name
ÂÂ EE--mail addressmail address
ÂÂ OnOn--line IDline ID’’ss
ÂÂ Favorite colorFavorite color



Where Do They Get The Info?Where Do They Get The Info?

ÂÂ Lost/stolen purse or walletLost/stolen purse or wallet
ÂÂ Mail theft Mail theft 
ÂÂ Your place of businessYour place of business
ÂÂ time cardstime cards
ÂÂ ID badgesID badges
ÂÂ newslettersnewsletters
ÂÂ HR updatesHR updates



Where Do They Get The Info? Where Do They Get The Info? 
(continued)(continued)

ÂÂ Stores/RestaurantsStores/Restaurants
ÂÂ purchases with credit cards or checkspurchases with credit cards or checks

ÂÂ Mailing lists Mailing lists –– legal/illegal  home/businesslegal/illegal  home/business
ÂÂ InternetInternet

-- search enginessearch engines
-- news archivesnews archives
-- public recordspublic records
-- internet purchases/auctionsinternet purchases/auctions
-- viruses, viruses, trojanstrojans & & spywarespyware



New VocabularyNew Vocabulary

ÂÂ ““PhishingPhishing”” -- hunting for informationhunting for information

ÂÂ ““PharmingPharming”” -- fake web sites on serversfake web sites on servers

ÂÂ ““Screen scrapersScreen scrapers”” –– can snatch and send images of can snatch and send images of 
what is on your screen to a third partywhat is on your screen to a third party

ÂÂ ““Shoulder SurfingShoulder Surfing”” -- phones for calling card #s & phones for calling card #s & 
ATMs for PINSATMs for PINS

ÂÂ ““PretextingPretexting”” -- posing as someone with legal posing as someone with legal 
right/need for informationright/need for information

ÂÂ ““Dumpster DivingDumpster Diving”” -- searching trash at your searching trash at your 
home or business in search of informationhome or business in search of information



What Can Happen Then?What Can Happen Then?
ÂÂ Info used to obtain documents to create fraudulent Info used to obtain documents to create fraudulent 

IDID
ÂÂ Internet sites Internet sites –– ““Entertainment onlyEntertainment only”” –– for IDs, for IDs, 

licenses, birth certificateslicenses, birth certificates
ÂÂ Contact account issuers to change address, then run Contact account issuers to change address, then run 

up chargesup charges
ÂÂ Use preUse pre--approved offers to open new accts approved offers to open new accts –– use use 

until limit is hit until limit is hit –– delinquent account on your credit delinquent account on your credit 
reportreport

ÂÂ Open bank accounts to write bad checksOpen bank accounts to write bad checks
ÂÂ Establish new lines of credit/loans/mortgagesEstablish new lines of credit/loans/mortgages



What Can Happen Then? What Can Happen Then? 
(continued)(continued)

ÂÂ Forge counterfeit checks or debit cardsForge counterfeit checks or debit cards
ÂÂ Clone cell numbers to make calls or establish Clone cell numbers to make calls or establish 

new service in your namenew service in your name
ÂÂ Charge utilities to your accountCharge utilities to your account
ÂÂ Use info to file for Use info to file for GovGov’’tt. . 

loans/grants/benefits including loans/grants/benefits including 
unemployment and/or tax refundsunemployment and/or tax refunds

ÂÂ Once debt is accumulated, file bankruptcy in Once debt is accumulated, file bankruptcy in 
your name to avoid paymentyour name to avoid payment

ÂÂ Applications limited only by their Applications limited only by their 
imagination and intelligenceimagination and intelligence



RememberRemember……An Ounce of An Ounce of 
Prevention is Worth a Pound of Prevention is Worth a Pound of 

CureCure

Now That INow That I’’ve Scared You ve Scared You …………
What Do You Do?What Do You Do?



The BasicsThe Basics

ÂÂ Carry only what you need Carry only what you need –– no SSN or extra credit cardsno SSN or extra credit cards
ÂÂ PasswordsPasswords

ÂÂ create different passwordscreate different passwords
ÂÂ rotate regularlyrotate regularly
ÂÂ be creative be creative –– mix letters & #smix letters & #s

ÂÂ Invest in a crossInvest in a cross--cut shreddercut shredder
ÂÂ Locked mailbox or PO box Locked mailbox or PO box 
ÂÂ Check your credit report and review your file annuallyCheck your credit report and review your file annually––

www.annualcreditreport.comwww.annualcreditreport.com
ÂÂ Do not provide personal or financial information over the Do not provide personal or financial information over the 

phone or in public areasphone or in public areas



The Basics (continued)The Basics (continued)

ÂÂ Register for Register for ““Do Not CallDo Not Call”” listlist
ÂÂ Opt out ofOpt out of

ÂÂ the sale of your information by the institutions you do the sale of your information by the institutions you do 
business withbusiness with

ÂÂ prepre--approved credit offers by calling 1approved credit offers by calling 1--888888--5OPT5OPT--OUT OUT 
(they will require SSN) or at (they will require SSN) or at www.optoutprescreen.comwww.optoutprescreen.com
(preferred: (preferred: ““permanentpermanent”” optopt--out vs. out vs. ““fivefive--yearyear”” option)option)

ÂÂ Remove your name from commercial marketing Remove your name from commercial marketing 
databases: Direct Marketing Association            databases: Direct Marketing Association            
www.thewww.the--dma.org/cgi/offmailinglistdma.org/cgi/offmailinglist ($1)($1)

ÂÂ Keep a list or photocopy of all credit accounts with Keep a list or photocopy of all credit accounts with 
expiration dates and phone numbers in safe secure expiration dates and phone numbers in safe secure 
spotspot



The Basics (continued)The Basics (continued)

ÂÂ Be alert to telephone scams Be alert to telephone scams –– be wary of providing be wary of providing 
personal information over the phone and notify personal information over the phone and notify 
institutions of suspicious inquiriesinstitutions of suspicious inquiries

ÂÂ Do not give out financial information unless you Do not give out financial information unless you 
have initiated the call and know the have initiated the call and know the 
person/institution you are dealing with person/institution you are dealing with 

ÂÂ Block line of sight when using ATMs, phone or Block line of sight when using ATMs, phone or 
bank cardsbank cards

ÂÂ Do not sign up for unfamiliar contests or Do not sign up for unfamiliar contests or 
sweepstakessweepstakes



The Basics (continued)The Basics (continued)

ÂÂ Restrict use of SSN in business relationships Restrict use of SSN in business relationships –– ask ask 
for alternate PIN for alternate PIN –– push the issue push the issue –– if required ask if required ask 
for company Privacy Act noticefor company Privacy Act notice

ÂÂ Carefully review your copy of your SS Personal Carefully review your copy of your SS Personal 
Earnings & Benefits StatementEarnings & Benefits Statement

ÂÂ Be cautious of the need/use of childBe cautious of the need/use of child’’s SSN or the s SSN or the 
appearance of your childappearance of your child’’s name in mail s name in mail 
solicitationssolicitations

ÂÂ Never throw away receipts in public trash cansNever throw away receipts in public trash cans
ÂÂ Stay up to date: Stay up to date: www.ic3.govwww.ic3.gov or or 

www.lookstoogoodtobetrue.comwww.lookstoogoodtobetrue.com



What Do You Do? What Do You Do? –– Your MailYour Mail
ÂÂ Do not use your mailbox for outgoing mailDo not use your mailbox for outgoing mail
ÂÂ Never put acct # on outside of envelopeNever put acct # on outside of envelope
ÂÂ Be conscious of how and what mail you Be conscious of how and what mail you 

discarddiscard
ÂÂ Track arrival of regular billsTrack arrival of regular bills
ÂÂ Put response postcards in envelopesPut response postcards in envelopes
ÂÂ Have mail held or picked up when you are Have mail held or picked up when you are 

awayaway
ÂÂ When applying for store credit, ask how        When applying for store credit, ask how        

they safeguard the applications and          they safeguard the applications and          
dispose of transaction slipsdispose of transaction slips



What Do You Do? What Do You Do? –– Bank AccountsBank Accounts

ÂÂ Ask bank or creditors to add Ask bank or creditors to add 
security protection to accounts security protection to accounts ––
special code or passwordspecial code or password

ÂÂ Carefully review statementsCarefully review statements
ÂÂ ChecksChecks

ÂÂ dondon’’t preprint personal t preprint personal 
information on checksinformation on checks

ÂÂ report lost/stolen checks report lost/stolen checks 
immediatelyimmediately

ÂÂ review shipment completelyreview shipment completely
ÂÂ pick up at bank instead of deliverypick up at bank instead of delivery
ÂÂ store cancelled checks securelystore cancelled checks securely



What Do You Do? What Do You Do? ––
Credit Accounts/Credit CardsCredit Accounts/Credit Cards

ÂÂ Sign credit cards in permanent ink immediately               Sign credit cards in permanent ink immediately               
------add add ““ask for photo IDask for photo ID””

ÂÂ Never write Never write PINPIN’’ss on cardson cards
ÂÂ Cut/shred old credit and ATM cardsCut/shred old credit and ATM cards
ÂÂ Add a fraud alert to your credit file Add a fraud alert to your credit file –– alerts the four alerts the four 

bureaus to call you for verification of any credit bureaus to call you for verification of any credit 
applications applications –– 90 days vs. 7 years90 days vs. 7 years

ÂÂ Destroy unwanted credit card                                Destroy unwanted credit card                                
convenience checksconvenience checks



What Do You Do? What Do You Do? ––
Credit Accounts/Credit Cards Credit Accounts/Credit Cards 

(continued)(continued)
ÂÂ Cancel credit accounts no longer in use Cancel credit accounts no longer in use 
ÂÂ Draw line through any blank area above Draw line through any blank area above 

your signature your signature 
ÂÂ Lost/stolen credit cardsLost/stolen credit cards
ÂÂ report immediatelyreport immediately
ÂÂ ask issuer to close account and start new one if ask issuer to close account and start new one if 

neededneeded
ÂÂ update any automatic paymentsupdate any automatic payments



What Do You Do? What Do You Do? –– ComputersComputers
ÂÂ Firewall protectionFirewall protection –– especially DSL or cable modemespecially DSL or cable modem
ÂÂ Use Use credit cardscredit cards, NOT debit cards, for online purchases, NOT debit cards, for online purchases
ÂÂ DonDon’’t store informationt store information in accounts on websites, or use in accounts on websites, or use 

online online ““walletswallets””
ÂÂ Before buying from Web site:Before buying from Web site:

ÂÂ check with Better Business Bureaucheck with Better Business Bureau
ÂÂ check the sitecheck the site’’s privacy policys privacy policy
ÂÂ ensure site is ensure site is secure secure and protects your personal info before and protects your personal info before 

sending itsending it
-- https https in address line of browserin address line of browser
-- ““LockLock”” iconicon at bottom right of browserat bottom right of browser



What Do You Do? What Do You Do? ––
Computers (continued)Computers (continued)

ÂÂ Do not respond to internet or phone solicitations Do not respond to internet or phone solicitations 
even from businesses you recognize even from businesses you recognize 

ÂÂ Check for Check for spywarespyware regularly at home & work regularly at home & work ––
SpybotSpybot®®, Ad, Ad--awareaware®®

ÂÂ If setting up a home network, enable encryption on If setting up a home network, enable encryption on 
wireless routers immediatelywireless routers immediately

ÂÂ When disposing of an old computer, do not rely on When disposing of an old computer, do not rely on 
““deletedelete”” function to remove files function to remove files –– use a strong use a strong 
““wipewipe”” utility programutility program



Rules to FollowRules to Follow

ÂÂ Document Everything!!!!!!!!Document Everything!!!!!!!!
ÂÂ Follow up on your actionsFollow up on your actions
ÂÂ Be persistentBe persistent
ÂÂ DonDon’’t give upt give up
ÂÂ DonDon’’t give in t give in –– and never, and never, NEVERNEVER agree to agree to 

pay pay ANYANY portion of the debt!!!!!!!portion of the debt!!!!!!!
ÂÂ Keep records of all correspondenceKeep records of all correspondence (dates, (dates, 

time, etc.) time, etc.) –– include commitments to take include commitments to take 
actionaction



Things To ConsiderThings To Consider

ÂÂ If creditors, agencies or credit bureaus are If creditors, agencies or credit bureaus are 
uncooperative, consult an attorney that uncooperative, consult an attorney that 
specializes in consumer law specializes in consumer law –– NYSUT         NYSUT         
Legal Service PlanLegal Service Plan

ÂÂ To deal with stress and anxietyTo deal with stress and anxiety
ÂÂ psychological counseling may be neededpsychological counseling may be needed
ÂÂ you can network with other victims via The you can network with other victims via The 

Identity Theft Resource Center Identity Theft Resource Center 
((www.idtheftcenter.orgwww.idtheftcenter.org))



Identity Theft CoverageIdentity Theft Coverage

ÂÂ Relatively new Relatively new -- offered by limited carriersoffered by limited carriers
ÂÂ Most commonly a rider on existing insuranceMost commonly a rider on existing insurance
ÂÂ Coverage focuses on Coverage focuses on 

1) Education 1) Education –– Who, What, When , Where, Who, What, When , Where, 
Why & How?Why & How?

2) Prevention 2) Prevention 
3) Restoration3) Restoration
4) Reimbursement4) Reimbursement


